
PEN TESTING = 
HACKING + MORE
Get More with C|PENT

CERTIFIED PENETRATION
TESTING PROFESSIONAL

Master Best-in-Class Penetration Testing Skills to Safeguard Enterprises

ATTACK EVADE EXPLOIT DEFEND



What is the C|PENT Course?

A rigorous Penetration Testing program that, unlike 
contemporary Penetration Testing courses, teaches 
you how to perform an effective Penetration 

multidisciplinary course with extensive hands-on 
training in a wide range of crucial skills, including 
advanced Windows attacks, Internet of Things (IoT) 

network bypass techniques, exploit writing, single 
and double pivoting, advanced privilege escalation, 

program of its kind in the world!

Bridge the Gap

A rigorous Penetration Testing program that, unlike 
contemporary Penetration Testing courses, teaches 
you how to perform an effective Penetration 

multidisciplinary course with extensive hands-on 
training in a wide range of crucial skills, including 
advanced Windows attacks, Internet of Things (IoT) 

network bypass techniques, exploit writing, single 
and double pivoting, advanced privilege escalation, 

program of its kind in the world!

Establish 
Yourself As 
A World Class 
Penetration 
Testing 
Professional

in engagements 

Cloud systems 

(Social Engineering) 

networks 
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, which is where our 
Penetration Testers gain real-world 
skills, is designed to provide challenges 

Additionally, the range contains multiple 
layers of network segmentation, and once 
access is gained in one segment, the latest 
pivoting techniques are required to reach 

will require outside-the-box thinking and 
customization of scripts and exploits to 
get into the innermost segments of the 

The key to being a highly skilled 
Penetration Tester is to go up against 

network segments that replicate an enterprise network — this is not a computer game 
simulation; this is an accurate representation of an enterprise network that will present 

C|PENT 03www.ecccouncil.org

Over 100 Advanced Labs Eight Multidisciplinary network Ranges
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The course has one purpose: 
 

Range:

ADVANCED WINDOWS ATTACKS

you do, your challenge is to use PowerShell and any other means to execute Silver 

in place; therefore, you will have to use PowerShell bypass techniques and other 

ATTACKING IOT SYSTEMS

WRITING EXPLOITS: ADVANCED BINARIES EXPLOITATION

The challenges faced by Penetration Testers today require them to use their own 

binaries, reverse engineer them once found, and then write exploits to take control 

The task is complicated and requires Penetration from the perimeter to gain access 

32- and 64-bit code challenges, and some of the code will be compiled with the 

binary exploitation that include the latest debugging concepts and egg hunting 

execution and second to map an area in memory to get your shellcode to work and 
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BYPASSING A FILTERED NETWORK

from the IT network side, gain access to the OT network, and once there, identify 
the Programmable Logic Controller (PLC) and then modify the data to impact the 

ACCESS HIDDEN NETWORKS WITH PIVOTING

Based on studies and research, few professionals have been able to identify the 

from there, attempt pivots into the hidden network using single pivoting methods, 

DOUBLE PIVOTING

Once you have braved and mastered the challenges of the pivot, the next challenge 

PRIVILEGE ESCALATION

The latest methods of privilege escalation are covered as well as there will be 
challenges that require you to reverse engineer code and take control of execution, 

EVADING DEFENSE MECHANISMS

The different methods of evasion are covered so that you can try and get your 
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ATTACK AUTOMATION WITH SCRIPTS

Prepare for advanced Penetration Testing techniques/scripting with seven self-
study appendices – Penetration Testing with Ruby, Python, PowerShell, Perl, BASH, 

BUILD YOUR ARMORY: WEAPONIZE YOUR EXPLOITS

Carry your own tools and build your armory with your coding expertise and hack 

WRITE PROFESSIONAL REPORTS

Experience how a Penetration Tester can mitigate risks and validate the report 

this rigorous process, you would be carrying your own tools, building your armory 
with your coding expertise and hacking the challenges presented to you as you 
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C|PENT IS 
RESULTS ORIENTED

>  
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PROGRAM OUTLINE

Cover the fundamentals of penetration testing, including penetration 
testing approaches, strategies, methodologies, techniques, and various 

Learn the different stages and elements of scoping and engagement in 

Learn how to use techniques and tools to gather intelligence about the 
target from publicly available sources such as the World Wide Web 
(WWW), through website analysis, by using tools/frameworks/scripts, 

Learn different social engineering techniques and perform social-

Learn how to implement a comprehensive penetration testing 

the process attackers follow to exploit the assets using vulnerabilities 

Learn how to implement a comprehensive penetration testing 

Learn how to implement a comprehensive penetration testing 
methodology for assessing the security of network perimeter devices, 
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Learn how to analyze web applications for various vulnerabilities, 

Learn how to test various components of wireless networks, such as 

Understand various threats to Internet of things (IoT) networks and 

Understand various security threats and concerns in cloud computing 
and learn how to perform cloud penetration testing to determine the 

Understand the binary analysis methodology and reverse engineer 
applications to identify vulnerable applications that may lead to the 

Learn how to document and analyze the results of a penetration test and 
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Certified Penetration    Testing     Professional

ENTC P
OUTCOMES

> Mastery of Penetration Testing skills.
> Perform the repeatable methodology.

> Commitment to the code of ethics.
> Present analyzed results through structured reports.

OUTCOMES
> Mastery of ethical hacking skills.

> Useful in real-life cyber attack scenarios.

OUTCOMES
> A thorough introduction to ethical hacking.

> Exposure to threat vectors and countermeasures.

OUTCOMES
> Protect, detect, respond, and predict approach.

 

C|PENT 09www.ecccouncil.org

MODULES

 

SUGGESTED DURATION

>  Penetration Testing Essential Concepts

>  

>  

>  PowerShell Scripting

>  Bash Environment and Scripting

>  Python Environment and Scripting

>  Perl Environment and Scripting

>  Ruby Environment and Scripting

>  

>  

>  

>  CEH Refresher

5 DAYS
(9:00 AM – 5:00 PM) MINIMUM TRAINING EXAM
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COMMON JOB ROLES FOR C|PENT 

ATTAINING THE C|PENT CERTIFICATION

>  Ethical Hackers

>  Penetration Testers

>  

>  

>  Security Testers

>   System Administrators and Risk 
Assessment Professionals

>  

>  Cyberthreat Analyst

>  Cloud Security Analyst 

>  Information Security Analyst

>  Application Security Analyst

>  Cybersecurity Assurance Engineer

>  Security Operations Center (SOC) Analyst

>  

>  Information Security Engineer

>  

>  

>  Information Security Architect

hit the minimum 90% to earn the Licensed Penetration Tester (LPT) Master Credential!

two practical exams of 12 hours each that will test your perseverance and focus by forcing 
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Research-oriented Technology Specialist

 

 
Senior Security Analyst

 
Senior Cybersecurity Engineer
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About

We 
help individuals, organizations, educators, and governments address global workforce 
problems by developing and curating world-class cybersecurity education programs and their 

programs, we are dedicated to equipping over 2,30,000 information age soldiers with the 
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WE DON’T JUST TEACH

PENETRATION
TESTING

WE BUILD CYBER CAREERS
CERTIFIED PENETRATION TESTING PROFESSIONAL
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To Know More 
Call: 8069 378 092


